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Suggested Facehook Privacy Settings

It can be very hard to work out which Privacy Settings are best for you. What is recommended to keep you safe?
Employers and colleges are routinely checking social networking sites, so it is vital that every user of these sites
actively reviews their Privacy Settings on a regular basis to ensure that their information is only shared with the
intended people and that personal and professional reputations are protected.

Facebook’s Terms and Conditions contain some very important clauses:

1. For content that is covered by intellectual property rights, like photos and videos (IP content), you specifically give us the following permission,
subject to your privacy and application settings: you grant us a non-exclusive, transferable, sub-licensable, royalty-free, worldwide license to use
any IP content that you post on or in connection with Facebook (IP License). This IP License ends when you delete your IP content or your
account unless your content has been shared with others, and they have not deleted it.

2. When you delete IP content, it is deleted in @ manner similar to emptying the recycle bin on a computer. However, you understand that removed
content may persist in backup copies for a reasonable period of time (but will not be available to others).

3. When you use an application, your content and information is shared with the application. We require applications to respect your privacy, and
your agreement with that application will control how the application can use, store, and transfer that content and information. (To learn more
about Platform, read our Privacy Policy and Platform Page.)

4. When you publish content or information using the Public setting, it means that you are allowing everyone, including people off of Facebook, to
access and use that information, and to associate it with you (i.e., your name and profile picture).

5.  We always appreciate your feedback or other suggestions about Facebook, but you understand that we may use them without any obligation to
compensate you for them (just as you have no obligation to offer them).

This means that unless you sort your settings out, facebook can use your pictures and information however they
choose.

If you don’t want someone to see your pictures, personal information or innermost thoughts,
don’t put it on facebook in the first place.

Part 1: Friends

You cannot choose your family, but you can choose your facebook friends. Casual acquaintances are less likely to
be careful with your information than close friends. Think carefully about who you accept as a friend on facebook.
It is not a competition to see who can have the most friends!

You see your colleagues every day at work; do they need to be friends on facebook too? That moment of anger
may be seen by more people than you intended.

Teachers and other public figures run the risk of fake accounts being set up in their name. By friending these
accounts you allow the fraudster to see things you thought were private. If you are invited to be the friend of
someone whose account could be fraudulent, send them an email to their work email address (which is less likely
to be hacked than one like gmail or yahoo) or telephone them (not text) and double check that the invitation is
genuine. It could save you being embarrassed as a fraudster or mischief-maker gets access to your profile
information.

@ Pubic Where you can choose who can see or do something to your wall or profile, you have more
) :‘::::“T‘E”ds flexibility now. In addition to Public, Friends of Friends, Friends and Only Me, you will now see
P Lists (family or friends who share an interest, school or university for example).
|5 Close friends
Y s®al

&
See al lists...,

Sometimes the setting you want isn't there (On/y Me often disappears), or you wish to hide
things from certain people.

* Everyone
Friencs of Tiends
Friencs only

Customise

Click on Customise to get this window

Make this ViEEIE b In the Custornise window, you could allow all your friends to see
something, but hide things from one specific user if you wanted to.
#  Hide this from

Using the drop down box allows you to choose different options for
visibility or hiding.

These people: | Enter a name or st




To be honest, if you use Only Me, the information really shouldn't
be there in the first place, BUT it does stop accidents; so do it
anyway!

Custom privacy

" Make this visible to
These people or lists  Friends of friends

| Friends
| Specific People or Lists...

¥ Hide this from LCrt mo

These people or lists

EEUER I | Cancel ]

Part 2: Privacy Settings

Log in to facebook - in the top right hand corner click on the white arrow to the right of the word Home and choose
Privacy Settings from the drop-down menu to get the following screen.

facebook

Privacy settings

Control Privacy When You Post

You can manage the privacy of your status updates, photos and information using the inline audience
selector — when you share or afterwards. Remember: the people you share with can always share your
infarmation with athers, including apps. Try editing your profile to see how it works or learn mare.

B Friends =

Control Your Default Privacy Ll

This setting will apply to status updates and photos you post to your profile from a Facebook app that
doesn't have the inline audience selector, like Facebook for Blackberry.

A 1#

Public ¥ Custom
o} ® [0}

4. How you connect
Contral how you connect with people you know, Edit Settings
% How tags work
Control what happens when friends tag you or your content,
B Apps and websites
Control what gets shared with apps, games and websites, Edit Settings
[ Limit the Audience for Past Posts
Limit the audience for posts you shared with more than friends. Manage Past Post Visibility 5

& Blocked People and Apps
Manage the peaple and apps you've blocked, Manage Blocking
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1. Control Your Default Privacy

This one’s very simple; it's also well explained on the page. Choose Friends to limit what you post to your facebook
friends by default.




2 . How you connect

These are the basic settings allowing people to find you in
facebook, but restricting who can access your wall.

How you connect

‘Whao can look you up using the email address or phane number |n Féiends: w |
you provided? e

These are minimum recommended settings - you may set Whaxcan sarclyeurfrapd st @ Everyone ~ |
them to be more restrictive if you prefer. e T
The above is the minimum recommended setting - enough | e Ea
for old friends to find you without giving too much away. To
change any setting click on the box to get a drop down menu.

3 . Timeline and tagging
This group of settings controls tagging and facebook places.

. s Timeline and Taggi
Both of these can be great fun, but if you don’t know that a — o
you've been tagged or you are checked in to somewhere Who can post on your tinslne? [Sa.rriends |
that you haven’t been tO, you Could end up in a Iot Of “ha can see what others post on your imeline? 1 Friends - |

trOU blel Review posts Friends kag you in before they appear on your timeling

Who can see posts you've been tagaed in on your timeline?

Turning off tag suggestions helps to reduce the risk of you
being tagged when you would prefer not to be.

Review tags friends add to your own posts on Facebook

‘Who sees tag suggestions when photos that look fike you are
uploaded?

Again these are the minimum recommended settings.

4. Apps, games and websites

The apps and websites you access through facebook have permission to use all sorts of information on your profile
and then broadcast it.

facebook search Q B b e =

Choose your privacy settings » Apps, games and websites

4 Back to privacy

& Facebook, your name, profile pickure, gender, nebworks, username and user id {account number) are always
publicky available, including to apps (Learn whyd, also, by default, apps have access ko your frisnds list and ary
inFarmation you chose ko maks public,

Edit your settings ko control what's shared with apps, games and websites by you and others you share with:

Apps you use ‘fou're using 1 app, game or website: Edit settings | 4
S8 Farmville Lass than 24 hours ago
3 Remove unwdgted or spammy apps.
& Turn off all appg
How people bring your info to People wha can see ¥ info can bring it with thern when they use Edit settings
apps they use apps. Use this setting to Ohegrol the categories of information people
can bring with therm,
| Edit settings 4c
Edit settings

Instant personalisation Leks you ses relevant information sbout your Ngnds Ehe moment

wou arrive on select partner websites,

Public search Show a preview of your Facebook profile when people look For ol
using a search engine.

Apps are a matter of preference, if you really don’t use them or want to use them you can 7urn Off platform apps
on this screen. It is a good idea to click on the Edit Settings button first to find out what you do use.



43 . Apps you use

As said earlier, Apps are a matter of preference so here you will see what you do use. The list when you go into it
can be much longer than you expected! You can be in control, but you do need to check each one individually. Click
on editfor each to find out what is happening.

faceboﬂk ﬁ _ Find friends Home ~

»% General App settings
74 Security

[;I Natifications
[F3 subscribers

‘ou have authorised these apps to interact with your Facebook account:

H% apps =3 Farmville Less than 24 ho Edit
IMabile

=3 Pavments
ﬁ] Facebook Adverts

You can also visit your privacy
settings or edi your Profle to
control who sees the Info there,

You will then get a list of what the App can do. Some things are Required for the app to work, others can be
Removed. If you really don't like what is happening... use Remove app

faceboox:

&% General Ppasettings
7 security
[ motifications

[F3 subscribers

‘ou have autharised the: fos ko inkeract with vour Facebook account:

52 Apps & Farmv¥ille Remove 3pp
E| Mobile:
=l Payments This app can N Toie Requirsd
[F3 Facehook Adverts k Inicludes nare, profils
<% , Access my Profile information Required
Y¥ou can alsa visit your privacy ¥, Birthday and Current location
settings or edit your Profile to
control who sees the info there. Send me email Required
Farmbille may email me via an anonymous email address
(eoe@prosxyrnail. Facebook, com)
@ Post on my behalf Remnoue
Last data access Basic Information Today
See detals * Learn more,..
Posts on my behalf whio can see posts this app makes For me on my Facebook profile? 8 Only me ~
Metifications when to notify me? ‘ R |

| Close |

Don't forget to make sure that the App activity privacy is appropriate. Do you really want all your friends to know
every time you use the app? Farmville may only be irritating to them, other apps could raise questions.

Notifications are purely a matter of choice... how much do you want to know about what’s happening in this app?

4'] . How people bring your info to the apps they use

Other people use apps too. Uncheck all the boxes and Save
Changes to prevent your data being accessed and used.

How people bring your info to apps they use

People on Faceboak wha can see your infa can bring it with them when they use apps. This makes their
experience better and more social, Use the settings below to control the categories of information that
people can bring with them when they use apps, games and websites.

[] Bio [ My videos

[] sirthday [ My links

[[] Family and relationships [] My notes

[] Interested in [C] Hometown

[[] Religious and political views [[] Current location

[] My website [] Education and work

[] 1 I'm online [] Activities, interests, things 1 like
[] My status updates ] My app activity

[[] My photos

If you don't want apps and websites to access other categories of information (like vour friend list, gender
ar info you've made public), you can turn ofF all Platform apps. Buk remember, you wil nat be able ko use

any games or apps yourself.
Save Changes [Re=lTEC]]




40 . Instant personalisation

This controls how other ‘selected websites’ can access your information. Going into this option brings up a video
clip telling you how wonderful it is. Close the video! You then get this screen.

facebook S ome -

Choose your privacy settings » Instant personalisation

Instant personalisation wie've partnered with a few websites to provide you with great, personalised experiences the
morment you arrive, such as immediately playing the music you like or displaying friends' reviews,
To tailor your experience, these partners only access public information (ke your name and
Profile picture) and other infor mation you've made public,

‘then you first arrive at the following sites, you'll see a notification message and an option to turn off the
personalised experience:

= Bing - Social search

= Pandora - Personalised music

= Tripadwisor - Social bravel

= elp - Friends' local reviews

= Rotten Tomatoes - Friends' movie reviews
= Clicker - Personalised TV recommendations
= Scribd - Social reading

= Docs - Document collsboration

Ta kurn off instant personalization on all partner sites, uncheck the box below,

[] Enable instant personalisation on partner websites.
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Uncheck the E£nable box and you'll get an “Are you really sure you want to do this?” box. The only thing that will
lose out is facebook’s advertising revenue, so Confirm and it is then switched off!

4“ . Public search

This controls how users who are not logged into facebook can see your information, e.g. Google. Controlling your
privacy is hard enough already, without letting Google broadcast your world too.

)
facebook & -ﬁndmmds Home =

Choose your privacy settings » Public Search

‘ 4 Back to apps |

Public search Public search controls whether people who enter your name in a seanch engine will see a preview of your Facsbook
profile, Because some search engines cache information, some of your profile mformation may be available for a
period of time after you turn public search off. Ses preview

[] Enable public search

Uncheck the £nab/e box to disable it, ignoring any dire warnings of doom and gloom from doing so. If you are
under the age of 18, this will be switched off by default, but it does give you the option to let facebook switch it on
for you on your 18" birthday... make sure it's disabled anyway!

5 . Limit the Audience for Past Posts

This one looks a very good idea in principal. Were your Limit the audience for old posts on your Profile

privacy settings a bit lax in the past? Do you want to apply L et el Gedis e
. 1. . " 'O USE ENiS D001, CONCENE ON Your profile you've snared with more than your rriends (ex:

your new rules to everything you've ever done? Go into 5 puc st o your Wl change o Fncs, et sl e agaed s

this... THERE IS A CATCH. - :

You alsa have the option bo individually change the audience of your posts. Just go ko the
post you wank to changs and choose a different audience.

Some things that were Public or Friends of Friends will be _ _
hidden if you use it which is good, but if you have already PR D e LT corcer
restricted things (perhaps to hide something on your wall

from a specific person) the settings could become more relaxed and allow people to view things that they couldn’t
before. Use this with caution!




Part 3: Account Settings

To get to your Account settings, click on the white arrow to the right of the word Home in the top right hand
corner and choose Account Settings from the drop-down menu to get the following screen.

From a privacy point of view there are two options on this screen (ringed below) that you should investigate,
Security and Facebook Adverts.

facebook
. "
1 ) '5"".“" Account settings
l;; Mtifcations Name Nick Garratt Edt
Wy ARps
8] mabile Username Edit
S Payments
Email Edit
& L[] Facebook Adverts
Password Edit
‘ou can also visit your privacy
preferences or edit your profile .
to contral wha sees the info Networks Edit
there.
Linked accounts Edit
Language English (UK} Edit

Dowrload a copy of your Facebool data,
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1 . Security

This is where you can have some degree of control over how your account is accessed. These settings enable you
to control which devices (computers, phones) are authorised to access your facebook account and how you are
notified if your account is accessed from a new device. Approval requires your mobile phone to be switched on...
this may not be convenient!

§ - Find friends  Home

&% General Security settings
| Security
gl Natifications

= Secure browsing
I_Ij Subscribers

s currently enabled. Edit

B2 apps Login notifications Email notfications are enabled. Edit
El IMabile
i anmroyval is r i when it
=5 Payments Login Approvals fpproval is not required whe Edi
[ Facebook adverts App Passwords You haven't created app passwords Edit
ou can also visit your privacy Recognised Devices fou have 1 recognised devices. Edit
settings or edit vour Timeline ko
control whao sees the info there, R
Active Sessions Logged in from GB and 1 other location Edit

Deactivate your account,



2 . Facebook Adverts
Do you find those adverts spookily pertinent to you? Did you realise that facebook accesses your account
information to taylor these?

fal:el:ll:lok secrch Q ﬁ -rlnd Iriends Home v

&% Gerend Facehook Adverts
70 Security

E: HotFicetions
[ subserizers

Adverts shown by third parties

B2 aops Fecebook dees not gve third darmy apalcations or advert nebwcrks the nont Lo use vour neme o pictdre ir adver:s, 1F we dlow his intie fuiure, the settng
A; veu choose wil determng how vour nformation & used

Makile
Yeurray see soclal corkest an thrd party stes, noucing ir adver:s, through =aczbcos scoial plugns. Although scoial plugns enaslz you o have & sozial

= Paynents
& by EXPENENCE 0N & LW'E f&'ty Site, =aceboo< Joes not shars your informat o wath the thind party sites hosting e social pugins. Learn mors abouk scoial

ﬁ] Facebook Adverts plucirs,
Cit third party advert setings
Woucar also sk por e

sectngs or edit ‘_"C.LI' Frafl .
cotrol o sess s irfo hers Advarts and friends
Everyans warks ba know wha thei “riends like, Thet's why we pair adverts and frisncs — ar easy way k3 Find products and services voure nterested in,

basec onwhkat veur frisncs share and like, Learn mors abeu: social adverts

Here are the Facks:
= Socicl advarks show an adverkiser's message alorgaids ccticns you Fave tasen, such as lking a ace
= Your privacy sektings appy ko social adverts
= Wecon's el pour micrmation o adverisers

= Orby confirmed Friends can see your actiors albongside an acverk
= If 2 photois used, itis your profile phota and sok From your phoba abuns

[ gocizl advarts setbn

za . Edit third party advert settings
Click on Edit third party advert settings on the Facebook Adverts screen to get this screen.

Facebook says it doesn't give your information away to third parties at the moment, but they very kindly give you
the option to opt out now should they change this in the future. The fact that they have this option suggests that
they are thinking of doing so in the foreseeable future.

Change the ringed setting to Vo one and click on the Save changes button

facebook
o General Facebook Adverts
10 Securlby
“L'.'J :Dt'hmm Adverts shown by third parties
Wi MPPS
E| Mabile Facebook does not give third party applications or advert networks the right to use your name or picture in adverts, If we allow this in the future, the
=" : setting you choose will determine how your information is used,
ayments

You may see social context on third party sites, including in adverts, through Facebook soclal pluging, Although social pluging enable you to have a social
experience on a third party site, Facebook does not share your information with the third party sites hosting the social plugins, Learn more about social
plugins,

If we allow this in the future, show my informatiQn to | No one 3]
ko contral

12 info
there. Save Changes [N

[ Facebook Adverts




2" . Edit social adverts setting

If you've just done the third party advert setting, you will need to click on Facebook Adverts in the column on the
left to be able to get into this. Once you have clicked on £dit social adverts setting from the Facebook Adverts
screen, you will see the following screen.

Your information is being used to promote products to you and other people (even if they are your friends).

As before, change the ringed setting to Vo one and click on the Save changes button

facebook

o
o paneed Facebook Adverts
) Security

] Mot ati ;
LL,'" : kit Adverts and friends
i Apps

(8] Mobile Everyone wariks to know what their friends ke, That's why we pair adverts and friends — an easy way to find products and services you're interested in,
E;J : based on what your friends share and like, Learn more about social adverts,

3 Payments

Here are the facts;
= Soclal adverts show an advertiser's message alongside actions you have taken, such as liking a Page
= Your privacy settings apply to soclal adverts
visit your privacy = e don't sell your information to advertisers
or edit your p_mh\e = Orly confirmed friends can see your actions alongside an adwvert
e the Info = If aphoto is used, it is your profile phata and not from your photo albums

[ Facebook Adverts

Here's an example of a Facebook advert:

Denver sushi Denver sushi

The best sushi in Denver, The best sushi in Denver,

Try our daily lunchtime Try our daily lunchtime

specials for $9,95, specials for $3.95,

g Become a fan of our page e Become afan of our page
for special offers, for special offers,
Y Like  Mick Garratt ikes this,

This setting only applies to adverts that we pair with news about social actions, So regardless of this setting, vou may still see social actions in other
contexts, like in sponsored storles or paired with messages from Facebook, You can learn more about how social adverts, sponsored stories and

messages from Facebook work in the Help Centre.

Pair my social actions with aderts for | No one [ae]

[sreeconges |7

Part 4: Your Timeline Profile

Your profile is where facebook encourages you to enter everything about your entire life and tell the world... treat it
with care. With timeline it is all neatly indexed by year making things easier to find. Do your friends really want to
know? Could your information be open to misinterpretation by someone else? Could the information come back to
haunt you in years to come?

To get to your Timeline, click on your profile picture to the left of your name in the blue bar at the top. You will
then see your timeline. Under the cover picture, click on the Update Info button.

Zearch C. E- Fired friends  Home =

|

W Work and ed Finishad editing History by year
Whare have yo watked? @ 1o n- 1385 =™
F‘{I s 1902 -
“where did yau qc o colleg EJ §-bs:ipions a~ "
D ok=2s
Edt
= Add aclass
About you # Edit
Where did vou ge ko secondary sclfodl? &~ o Wike about yoursslf
Some privacy settihgs can be directly edited o screen by clicking on an /con like this.
Some can be chaqged by clicking on the edit button for the block.

Click on the white arrow to get to the drop down menu giving you access to the other parts of your profile.



LESS IS MORE!

As you work your way through each of the profile content options, think carefully about what information should be
seen by whom.

Do you actually need to put that information up there in the first place? For example:

» Your friends and family probably know your mobile number and email address already. If they need to get in
touch and they've lost your number, they can always use facebook messaging to contact you... so don't put
them in your profile... or set the privacy to Only Me.

 Political and religious views cause an awful lot of arguments and mistrust. Keep them to yourself. Don't put
them on facebook, that way they cannot be misinterpreted.

« If you are looking for a partner, don't broadcast it on facebook where all your colleagues / students / clients can
see it... if your privacy settings aren’t correct, you could be embarrassed.

THINK BEFORE YOU POST!

IF YOU MUST PUT IT ON FACEBOOK, MAKE SURE THE PRIVACY IS TIGHT ENOUGH!

The following tables are the minimum suggested settings for each option. Remember to save after changing them

and use more restrictive settings if preferred.

About
Work and Education
Employment history Friends
College/University Public
Secondary School Public
Living (Edit button)
Current location Only me
Hometown Only me
Family (Edit button)
Relationship status Friends
Family Friends
About You (Edit button) | Friends
Basic Info (Edit button)
Show my sex on my timeline Check box if you wish to
Birthday Friends
Interested in Only me
Relationship status Friends
Languages Friends
Religion Only me
Political Views Only me
Contact Info (Edit button)
Emails Only me
Mobile phones Only me
Other phones Only me
IM screen names Only me
Address Only me
Website Only me
Favourite Quotations (Edit button) | Friends
Friends
Click on the Edit button
Who can see your full friend list? | Friends




Photos

For every separate album choose a privacy level. Friends is the maximum recommended

The exception is your Profile picture/Cover photo which is automatically public ... so choose those pictures wisely!

Map

A record of everywhere you have ever been and you can include photos and tag your companions. If you must use
it, make sure that you set privacy to maximum of Friends, but be aware how easy it would be to compromise
yourself by adding to it. Check locations already recorded by clicking on the map pin.

If you are away from home and your house is empty, don't tell others where you are by using this feature; it's very
good way of inviting burglars round!

Likes (Edit button)
Favourites
Music, books, movies, television, games, athletes, sports team, Friends
favourite sports, activities, interests, inspirational people Or don't use these
Other Pages you like Friends

By liking pages for companies and products you are giving these
pages permission to access your personal information. You are
recommended to think carefully before you do this! Do you
really want them to have access to your life story?

Subscriptions

Click on Edit button | Friends

Notes

If you ever use this... | Only me

Part 9: Your Status Updates
Everything that you do in facebook can be controlled by IS“—-
privacy settings. Get in the habit of double checking the

prlvacy every tlme you post to your Wa”. [=) update status [F] Add photo/video E= Ask question

Friends may be the most appropriate setting most of the time,

but sometime you may not want somebody in your facebook srrends ~ [N
friend list to know something. Use the icon to change it, but

remember that hat customisation will be remembered for your next Status Update and might need changing again.

Lovely as it is to tell everyone exactly where you are and what you're doing, try not to advertise that your house is
empty. Tell your friends when you get home!

The End

Almost... I can guarantee they will change again.
This is what the facebook screens look like on 19™ April 2012!




