Oasis Academy Ryelands Safeguarding Workshop for Parents/Carers

Protecting your child online.
Do you really know what risks your child may be taking online?

Where - and when – do we start?

There is no doubt that children are getting younger and younger
when it comes to being introduced and exposed to
interactive technology
What is the ‘right’ way of going about this, at what age should I
introduce technology, for how long should my child spend on
technology and what should I, as the grown-up, be doing to make sure
it is appropriate and safe experience?
Just a few of many questions we hope to address here for you.

Keeping your under 5 safe online.

Whether it’s watching videos, playing games on their devices or talking to Alexa – today’s under 5s are spending more time online.

We will explore the benefits of children accessing the internet, and share advice about how to make sure your child has a safe experience online.
Statistics released by Ofcom show that over 50% of children aged 3-4 go online for nearly 8 hours a week, and 1 in 5 children aged 3-4 have their own tablet.
This may be surprising, but research has shown that families are spending more time on technology for a number of reasons:
•To further their children’s education,
•To maintain connections with family and friends,
•To facilitate and enjoy daily life.

How young is too young to start talking to my child about online safety?
It’s never too early to start taking action to keep your child safe online.
As soon as your child starts talking about or exploring the online world, you should start conversations with them about their online activity and put support in place.
Research has found that children form ‘digital habits’ during early development (such as using devices after bedtime). Therefore it is important for parents to support children to develop
positive – and lasting – digital habits from an early age.

What are the benefits of my under 5 using technology?
There are many benefits of children engaging with technology from an early age.
The internet provides children with opportunities to learn, connect with family, develop creativity, as well as have fun.
Apps, games and websites designed for under 5s help children to improve their literacy and numeracy skills, and supports them to develop their fine-motor skills (such as their ability to
move fingers independently by pointing and pushing buttons, and improving hand-eye coordination).
A number of families use video chat and messaging services as a way to connect with family and friends, which allows young children to maintain relationships with relatives.

There are lots of child friendly sites you can explore with your child, such as Cbeebies, where
children can watch videos, play games, learn and be entertained.

What can I do to support my under 5?
There are lots of things you can do to support your under 5.

This is not a complete list, but a range of strategies
you can use to improve your child’s online experience:

1. Explore together: Explore your child’s favourite apps and websites with them. This can be a fantastic way to find out what your child enjoys doing online, as well as having fun
and learning together.

2. Talk to your child about their online experiences: Start and continue regular conversations with your under 5 about what they enjoy doing online, introducing online safety
messages. These conversations can be a great way to reinforce the message that if your child sees anything online which makes them feel worried, they can tell you or another adult
they trust.

3. Supervise your under 5 while they’re online: Keep the devices your child uses in communal areas of the house such as in the living room or kitchen where an adult can
supervise. Children under 5 should not access the internet unsupervised in private spaces, such as alone in their bedroom or bathroom.

4. Parental controls: Make use of the parental controls available on your home broadband and any internet enabled device in your home . You can find out more about how to use
parental controls by visiting your broadband provider’s website, or by viewing advice/step-by-step guides available on the internet matters site. If you need any help setting up parental
controls, you can also call up the NSPCC/O2 Helpline or visit an O2 store.

5. SafeSearch: The use of ‘SafeSearch’ is recommended for use with young children. Most web search engines will have a ‘SafeSearch’ function, which allows you to limit the material
your child can see when they’re online. Look out for the ‘Settings’ button on your web browser homepage, which is often shaped like a small cog. It is important to understand that no
‘SafeSearch’ function is 100% effective, and this cannot be used alone to protect your child from being exposed to age inappropriate material.

6. Set boundaries: As a family you can agree a set of rules, such as locations in the house where devices can be used, times of day your child can use devices, or which age
appropriate apps or websites they can access. On devices you do not wish your under 5 to access, use passwords and keep these out of reach of your child.

7. Lead by example: Modelling the digital habits you expect from your child (for example, no tablets during meal-times) can be an effective way of supporting young children to
develop their own positive digital behaviours from an early age.

Keeping your 4-7 year olds safe online.

Children are accessing technology and the internet at a younger age than ever before.
It’s never too early to talk to your child about what they do online and who to tell if they come across anything online that makes them feel worried, scared or sad.
•Explore together: Ask your child to show you their favourite websites and apps and what they do on them. Listen and show interest and encourage them to teach you the basics of the
site or app.

•Initiate (and continue) conversations about online safety: Ask them if anything ever bothers or worries them while they’re online. Ask if they’ve experienced anything similar.
Reinforce the key message: if anything happens online which makes them feel worried, scared or sad, the best thing to do is talk to you or another adult who they trust.
•Help your child identify adults who can help: Help your child identify trusted adults from different areas of their life such as at home or at school.
•Be non-judgemental: Explain that you would never blame them for anything that might happen online, and you will always give them calm and loving support.
•Supervise your child while they’re online: Keep the devices your child uses in communal areas of the house such as in the living room or kitchen where an appropriate adult is able
to supervise. It is not safe for 4-7 year olds to access the internet unsupervised in private spaces, such as alone in a bedroom or bathroom.
•Talk to your child about how their online actions can affect others: If your child is engaging with others online remind them to consider how someone else might feel before
they post or share something. If they are considering sharing a photo or video of somebody else, they should always ask permission first.
•SafeSearch: The use of ‘SafeSearch’ is highly recommended for use with young children. Most web search engines will have a ‘SafeSearch’ function, which will allow you to limit the
content your child is exposed to whilst online. Look out for the ‘Settings’ button on your web browser homepage (often shaped like a small cog).
•Parental controls: Make use of the parental controls available on your home broadband and any internet-enabled device in your home.

Gaming
What parents/carers need to know
Gaming is loved and enjoyed by children and adults across the world. It can be a
way for children to be social, learn new skills, develop team work and relax.
However, gaming also comes with risks for children. It can be difficult to keep up
with the latest games and how they work. Here we take a look at key safety
concerns and how you can support happier, safer gaming for your child.
How can I make gaming safer for my child?
Talk with your child about gaming. Talk with your child to learn the games they like, what the content of those games are and what features the games have. This will help you to
understand more about how your child plays games and how appropriate different games are. Once you know which games your child likes, you can use NSPCC’s Net Aware to search for
apps and games to find out more about them and how safe they are.

Learn together. You can use the Thinkuknow website, resources to teach your child about safer gaming at all ages. For primary age children you can use our Jessie & Friends (ages 4-7)
and Play, Like, Share (ages 8-10) resources. Secondary age children can access advice about gaming through the website too, as well as through on-going conversations with you.

Set boundaries and safety settings. Internet Matters make it easier to put safety settings in place, providing step-by-step guides for each console or device. Spend time setting
these up with your child and make sure they know how to block and report on the games they are playing. You should also talk with your child to create an agreement for gaming; think
about how much time they can spend, which games they can access, if you will allow in-app purchases and what spaces they can play in. For primary aged children it is advisable to have
them play in shared spaces/the same room as you.

Remember – If you are worried that a child is being groomed in a game, or on
any other online platform you should seek support. You can contact your local
police by calling 101. If you believe a child is in immediate danger call the police
on 999.
If you would like to talk to a professional about any other online concerns, you
can call the NSPCC on 0808 800 5000.

Here is the NSPCC Net Aware Website. It explains in detail key information about a range of apps, games and social media sites
that your child may be accessing.

You can search for social networks, apps or games that you
are concerned about and find out key information about it.
that you. This includes guidance on how to improve your
child’s privacy:

It also has details about key safety features, reporting and
blocking, and content.

How risky is in-game chat?
Gaming is often a social activity for children and talking with friends is part of their enjoyment.
However, in-game chat can pose risks such as:
● chatting with people they don’t know. This can include adults that are seeking to make contact with children with the intention of sexual grooming and offences.
● inappropriate or unmoderated chat. Whilst a lot of chat is moderated, chat is live and there is a risk of exposure to sexual language, swearing or bullying
.

● requests to make chat private. Once chat is moved off a monitored platform, no one is moderating it. This can be used to pressurise children into sharing personal information,
photos, video or chat that they don’t want to.

● offering gifts or trades. This may be used by offenders to build trust and a relationship with a child, as part of grooming. Learn more about in-game chat and what you can do to
make it safer by reading our parents and carers guide to in-game chat.

How do I know what games are age appropriate for my child?
Our article on what’s appropriate for your child will help you to understand more about the Pan European Game Information (PEGI) age rating system, which helps parents and carers to
make informed decisions around games, giving age ratings and content descriptors.
It is also important to consider your child’s individual needs, emotional maturity and experiences to support the decisions you make around gaming. For example, a game may be rated
age appropriate but have content that you know your child will find frightening or won’t understand.

Should I be worried about gifts and trades in gaming?
Items such as game currency, skins, loot boxes, tools and weapons are often used in games to help a player progress through the game or give increased status amongst other gamers.
Often these require in-app purchases, which many children won’t have access to, or require your permission for, so accepting trades or gifts may be tempting.
Whilst not always the case, trades or gifts within gaming can be used by child sex offenders to gain contact with a child. They may offer gifts asking nothing in return, this can be part of
the grooming process and can help to build a close relationship with a young person. They may also try to use gifts as a way to persuade a child to do something such as going on a
webcam, taking photos or videos of themselves, moving conversation to a different online platform or to an offline platform such as messaging over phone.

Keeping your 8 years and older children safe online.

Hopefully, by this age, the strategies outlined earlier are already in place.
Now you and your child are building on these skills for staying safe and are understanding the risks more.
Remember:
When opening the conversation with your child start with positives, finding out as much as you can about what your child does online and what it means to them.

•Ask your child to show you their favourite websites, apps and social media services and what they do on them. Listen and show interest. You could also encourage them to teach you the
basics of the site or app. them to teach you some basics.

•Ask your child if anything ever bothers or worries them about going online. Ask if they’ve ever heard of something similar happening. Talk in general about what children can do to stay
safe online. Use examples to start a conversation about online ‘friends’ or ‘followers’. Ask them about who they chat to online, and whether they know and trust them ‘in real life’.

•Talk about the importance of privacy settings and how they can help your child stay in control of what they share with others. Together, look at the privacy settings for the services they
use, encourage them to only share things with people they know and trust in real life.

•Talk to your child about what it might be appropriate or inappropriate to share online – this includes photos, videos, comments and personal information. Also discuss how online
actions can affect others. Remind them to consider how someone else might feel before they post or share something.

•Ensure your child understands that if anything ever happens online which worries or upsets them, they should always tell you. Explain that you would never blame them for
anything that might happen online, and you will always give them calm and non-judgemental support.

Make online safety an on-going conversation in your house… and involve the
rest of the family in the conversation too.

Remember, when it comes to online safety, think SMART!

Age restrictions for social media platforms

These are just some of the social media platforms that children
are using.

They all have age restrictions and should not be used by anyone
under these ages.
Unfortunately, many children are using these platforms at a
much younger age than they should.
The age restrictions are there to protect younger children from
possibly being exposed to things that could be hurtful or
harmful.
As parents/carers, you are ultimately responsible for what your
children do with their devices and what they do online.
It is important that the adults monitor their child’s activity.

Urban
Dictionary
These are just
a sample of the
slang you may
come across. If
you are in any
doubt what
something may
mean, go
online and look
on the Urban
Dictionary
website. Some
words are
regional but
Urban
Dictionary can
usually tell you
what the
different
meaning is,
based on
region.

We are here to help

At Oasis Academy Ryelands we have a Online Safety Curriculum Policy, which can be found on our website.
This details the Academy’s approach to keeping our children safe while online and outlines how we educate our
children to keep themselves safe while online and to learn to take responsibility for their own behaviour and
choices, understanding the impact they have on others.
We believe that it is important to teach children how to make the best use of technology, regardless of the
device, platform or application used and to navigate the online world in as safe a way as possible.

We want our children to have fun and enjoy each interaction they have while online
while reaping the benefits the online world has to offer!

We are here to help

Every child in Oasis schools have now been given an iPad. The iPad’s are used to support their learning at school
and at home.

While every precaution has been taken to make these devices as safe as possible, it is still the adults’
responsibility (staff in school/parent/carer at home) to monitor what their child is doing online.
Our ‘Smoothwall’ system alerts us to any inappropriate text that is entered into the device. This happens if the
device is used at home or in school. We can quickly deal with any issues that might arise from this. However, it
does not stop them writing inappropriate things in the first place or searching inappropriate things. We can not
guarantee that ALL inappropriate content is blocked. As a site/word/phrase is blocked, 5 more sites will pop up
allowing access. So remember.
BE vigilant! Be seen! Be interested in what your child is doing online!

Useful numbers for further advice

www.thinkuknow.co.uk/ - CEOP’s education pages, including sections for parents/carers

https://www.ceop.police.uk/safety-centre/ - contains the Report Abuse function

https://www.nspcc.org.uk/ - information about a wide range of child protection topics, including online safety and cyberbullying

www.getsafeonline.org/ - wide range of advice and resources including guidance on passwords and other security matters

www.net-aware.org.uk/ - information on popular social media apps including advice on privacy settings and potential risks to users

Useful numbers for further advice

www.pegi.info/en/index/ - information on digital gaming. Includes a search function that gives information on game content and age restrictions

https://parentzone.org.uk/ - includes links to http://parentinfo.org/ which is a free advice resource for schools and families, and can be linked to school websites

www.iwf.org.uk – users can report illegal content found online or if they know that their own images have been put online, by themselves or others

www.mencap.org.uk/about-us/our-projects/safesurfing - guidance on using the internet for young people with learning disabilities

http://www.actionfraud.police.uk/scam-emails - report online scams and hoaxes

Useful numbers for further advice

https://www.lucyfaithfull.org.uk/ - working with children and adults to prevent abuse, including a helpline for anyone concerned about the behaviour
of a child or adult, or who is worried about their own thoughts and feelings about children (0808 1000 900)

https://www.childrenscommissioner.gov.uk/publication/life-in-likes/ - report into children’s use of social media, including their attitudes and preferences

We hope you have found the information useful and realise that internet safety is huge!
If you would like further information or advice, our Lead for ICT and Safeguarding Team can be
contacted via the school office/email: office@oasisryelands.org

